Abstract
Introduction
The Agent of Multi-Agent System (MAS,Multi-Agent System) is a kind of imitation subject of mankind. Its decision-making process is the same as the characteristics of human decision-making. Meanwhile, agent often faces a number of options to chose, and the properties involved of these options are complicated to be taken into account for decision making. MAS has been applied in many fields, such as traffic management system [1, 2] , decision supporting system [3, 4] , information coordination system [5] , e-commerce and WEB information retrieval [6] , and so on. However, there is no kind of methods and software tools to effectively manage the whole process of business risk. Based on this consideration, first of all, it analyzes the risk characteristics of business risk. Then establish the whole architecture of enterprise business risk control model based on multi-agent with the combination of multi-agent technology.
Enterprise Business Risk
Enterprise business risk, also known as operating risk, refers to the deviation of actual earnings and expected earnings caused by the uncertainty facts of supply, production and marketing during the process of production and operation. In one word, business risk is all kinds of risks the enterprise might face caused by the management, marketing and technology changes during the production and marketing process [7] .Enterprise business risks typically include policy risk, market risk, financial risk, legal risk and team risk.
(1) Policy Risk: The changes of national policy might affect the industry and products, including macroeconomic and industrial policies.
(2) Market Risk: Whether the products are marketable and competitive, this includes technology, quality, service, sales channels and methods, etc.
(3) Financial Risk: Refer to cash flow difficulties, even bankruptcy due to poor management, such as problems in capital structure, asset-liability ratio, receivable and payable, cash flow, etc.
(4) Legal Risk: Due to careless contract, fall into contract trap, and result in serious economic losses, such as breach of contract, fraud, intellectual property infringement.
(5) Team Risk: The problem of core team, staff conflict and loss, knowledge management, and so on. Due to its complexity and uncertainty, the technique of enterprise business risk prevention and control is filled with challenge from risk identification, risk measurement, risk warning to risk monitoring. Meanwhile, because of more and more considered factors, the uncertainty of the factor value and their full of ambiguity, it becomes more difficult to deal with using traditional prevention and control methods.
Basic of Multi-Agent System
Multi-agent is one of the most important research areas in the distributed artificial intelligence. It can use the outstanding features such as autonomy, social and reactive properties of agent, and has particular advantage in dealing with distributed, opening and heterogeneous complex issues. Therefore, it becomes an important method in the solution of distributed problems [8] .
Concept of Agent
Smart agent refers to the computing entity, which resides in a particular environment, and can respond to environmental changes, flexibly and autonomously act to meet the designed goals. It has four characteristics, such as autonomy, sociality, reactivity and activity. Agent can not only simply respond to the environment, but also behave on purpose according to some received information.
Architecture of Agent System
The architecture of agent is the basic of self-organization of supporting realistic and dynamic development environment. Currently, smart agent is classified into four kinds of structural models, such as the structure based on logic, reaction structure, BDI structure and multi-layer structure. Multilayer structure is a mixed structure, which can have both response and consultation behaviors. Multilayer consists of two kinds of control flow-horizontal hierarchical control and vertical hierarchical control. Shown in Figure 1 respectively. 
Structure of Multi-Agent System
Multi-agent system is a set composed of more than one executable network computing agent. Each agent in the system is independent to act on its own and the surrounding, and it can communicate with other agent. In a real system, multi-agent express the structure, function and behavior properties through the communication, cooperation, mutual solution, coordination, scheduling, management and control of each agent. In multi-agent system, agent is an independent action entity, which can not only decide and control its own behavior according to internal knowledge and external incentives, but also cooperate with other agent effectively. It can solve large-scale complex problems by the mutual coordination and cooperation of the agents. 
Agent-oriented Programming Language
Agent-oriented programming language, the development platform of multi-agent system and the development tools of multi-agent system are essential factors which restrict the development of agent technology. Currently, the commonly used tools are ADK, April Agent Platform, Comtec Agent Platform, FIPA-OS, Grasshooper, JACK Intelligent Agents, JADE, JAS [9] , etc. Different development platforms have different pointed, but JADE is more conducive for multi-agent system [10] .
JADE Development Technology
JADE (Java Agent Development Framework) is a software framework completely developed by Java language, and consistent with FIPA specifications. JADE platform uses containers to accommodate the agents. Each platform can have multiple containers, and these containers can be installed in different host. In a JADE platform, there is a container known as the main container. All other containers must register in the main container when they are starting. A unique name is assigned to identify each JADE agent. Once an agent knows the name of another agent in the network, they can communicate with each other transparently, without understanding their actual position.
Enterprise Risk Management Structure Based on Multi-Agent
In order to establish the multi-agent risk prevention, control and early warning system, first of all, a development platform with both the properties of multi-agent and the support of artificial intelligence and risk prevention, control and warning ought to be selected. This platform can not only build distributed applications, but also embed intelligent risk management module conveniently and flexibly. Finally, considering the following upgrade, the system must comply with FIPA specifications [11] .
Considering the characteristics of risk prevention, control and early warning, JADE is selected as the development platform. It adopts mixture architecture to realize the multi-agent system using its relevant software package.
Model and Mechanism of Risk Prevention and Control Agent
Risk prevention and control agent is the basic of multi-agent prevention and control system. On such platform, there might be one or more agents. The specific deployment and classification of the agents are determined by the specific system structure and requirement. The control flow is shown in Figure 2 . At first, the agent analyzes the risk characteristics according to the collected dynamic process parameters, then extracts the property values until completes risk measurement and analysis. The agent must explain the system status of its corresponding object in the status table, including normal, low risk, medium risk and high risk. If the risk event happened, it should not only determine the reason and other possible raised risk conduction, but also find out the trend of the system status. 
System Structure of Risk Agent
In the mixed structure, each agent is composed of perception, action, reaction, modeling, planning, communication and decision-making, etc. The risk prevention, control and early warning system structure based on MAS is worked out according to the analysis and research of agent and MAS. It is shown in Figure 3 . 
Function Description
The system is composed of information collection agent, information processing agent, information query agent, user interface agent and coordination and control agent. Information collection agents mainly gather and transmit various types of relevant risk management information. They are divided into internal data agent and external data agent according to their collection types. Internal data comes from the management data within the business units or directly comes from the enterprise management system. The data is finally saved in the server database. On the other hand, External data agents mainly collect the relevant risk management data from outside. The discussed above are completed automatically by information collection agent, while some information requiring manual collection, such as the related information of competitors and policy changes, and ought to be completed in user interface.
Information processing agent is mainly responsible for the maintenance, management and intelligent processing for the collected information, and the identification and measurement of system risk problems. On one hand, data management agent is responsible for the database queries, entry, modification and data extraction, and so on. Model management agent is responsible for database maintenance, model combination and model operation. On the other hand, knowledge reasoning agent completes the database maintenance and the deduction tasks based on the knowledge. Risk prevention and control agent and risk early warning agent realize the qualitative and quantitative intelligent decision-making using the sources of database, model base and knowledge base according to the complex problems in risk system. As the role of man-machine interface in the system, user interface agents emphasize the autonomy and learning different from traditional man-machine interface. During the combined action decisionmaking process with users, they can continuously study and access to some certain features of the user's knowledge, which can help them to make out independent decision-making consistent with user's strategy. The main functions of user interface agent include the input and display function for various types of information, the acceptance of user interaction commands and implementation, the acceptance of the control orders to the whole system from users, and so on.
Being the core of the system, coordination and control agent is responsible for the planning and coordination of various subjects running within the system, and monitoring their progress status. At the same time, it maintains the database about the ability of all subjects, status and address information, and provides a wide range of essential services to other subjects using the database.
Establish Enterprise Risk Prevention and Control Model Based on Multi-Agent
The essential of effective risk management is to identify the sources of risks, then transfer the risk information through information exchange platform, finally coordinate the relationship between members through a multi-agent system to reduce interference and enhance the overall operating efficiency of the enterprise.
Establishment Steps
Combined with the related theories of agent, in order to establish a MAS risk management model, the following steps should be considered: STEP1 Identify Agent Risk. Identify various potential risks faced by the identification system and the attitude to risk of different entities, the problem is to identify the sources of risks and classify them.
STEP2 Measure Agent Characteristic. Analyze the internal status (internal data, such as variables) and behavior rules (such as functions, methods, etc.).
STEP3 Establish MAS Risk Management System. Assess the risk management according to the established model. The main problem is to coordinate among the members as well as the interaction between them (such as communication, consultation and so on) [12] .
Hypothesis
Before the establishment of model, the following assumptions are assigned in the system: (1) In order to achieve its own maximizing interests, agent cooperate with others only for its own objective in the system. (2) Each agent is fully aware of its own environment and the knowledge of others in the system. (3) No historical information. (4) The same operation set. (5) The consultations happen between each two agents.
Model Establishment
Based on the above, a multi-agent enterprise business risk management prevention and control model(MAEBRCM) is established. (2) IFM is the information set for risk identification. In the business risk transmission process, any risk information generated by the action agent can be received by another agent through observation, and the risk classification is determined immediately. The business risk is divided into policy risk, market risk, financial risk, legal risk and team risk. 
Communication Language ACL among Multi-Agent
All agents in the system must communicate and collaborate with each other through a certain communication language. The communication language defines the syntax and semantics criterion. Since KQML (Knowledge Query and Manipulate Language) has now become the practical standard of agent communication language, it is used as the communication language among agents. In order to connect the function modules easily to the universal agent module and configure, communicate and collaborate with MAS, the system designs an agent description language (ADL). ADL describes the address, objectives, capabilities and resources of the agents. Using ADL, agents can build an internal database, allocate the resources and load function modules. FIPA ACL language is used as the communication languages among intelligent agents based on JADE, the same as KQML, they are based on the language of behavior theory.
When an agent sends a message to another, it first defines a ACLMessage object known as msg, then a value is assigned, and finally calls the send() method of agent class. Using FIPA ACL language, the interaction between agents truly exchanges knowledge based on different risk prevention and control modules, so as to achieve semantic processing for risk management.
Conclusion
By analyzing enterprise business risk, and combining the advanced agent technology, propose a risk prevention and control model framework based on multi-agent. In such framework, agents can complete the prevention and control of enterprise risk through collaboration and consultation. At last, the detailed solution is presented based on JADE technology, it has the following significant features:
(1) Easy scalability. As long as new entrants following the public communication protocol, new prevention and control modules can be added and expanded at any time under the circumstances.
(2) Easy to realize. Such structure has a good relationship with the system function modules, each agent can be mapped to a function module. So it is easy to implement.
(3) Semantic processing for risk management. The semantic information of the risk event object field provided by risk management agents realizes the information exchange of ACL language.
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